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Privacy notice

1. Intro

At Proximus we are committed to protecting the privacy of our customers and users. We recognize
that the personal data you entrust to us is valuable and important to you, and we take our
responsibility to safeguard your data very seriously.

In this privacy notice, we will provide you with detailed information about the personal data we collect
about you, what happens with your personal data if you use our services and apps and/or visit our
different websites, for what purposes your personal data are used, and with whom your personal data
are shared. You can also find out how you can control our use of your personal data. We will also
explain your rights regarding your personal data, and how you can exercise these rights. To make the
notice more readable, we have divided the different topics into chapters, which are easy to consult
using the selection menu.

In addition to complying with relevant data protection laws and regulations, we are committed to
upholding the highest ethical and moral standards in our handling of personal data. We believe that
privacy is a fundamental human right, and that it is our duty to protect and respect your personal
information.

2. Who are we?
The personal data we collect and use are stored in the files held by Proximus PLC under Belgian Public
Law (Boulevard du Roi Albert Il 27, 1030 Brussels).

3. Whois in scope of this Privacy Notice?
With this privacy notice, we want to inform any natural person (not legal persons nor companies)
whose personal data we process in the context of the provision about how we process their personal
data.

Hence, this privacy notice aims at informing the following categories of individuals, it being noted that
the notice will be more relevant for certain categories of individuals than for others:

*  Our customers, both residential and professional, and persons who have created a
MyProximus account;

*  Our ex-customers;

* Potential future customers (i.e. prospects);

* The customers of any subsidiary of the Proximus Group;

* The individuals using our services and products (e.g. family members of our customers,
employees of our professional customers who use our services);

* The individuals using the service or product of another Belgian or foreign telecom operator
that is currently using our network;

* The contact persons and representatives of our professional customers (e.g. employees of our
professional customers);

* The contact persons of our residential customers and users of our products (e.g. relatives,
guardians, judicial representatives that can legally represent these individuals);

* The contact persons of other third parties such as suppliers and partners that supply goods or
services to us, indirect sales channels and subcontractors;

* Visitors of our offices, premises or shops;

*  Visitors of our websites and users of our mobile applications;

* Participants in competitions, campaigns, surveys, webinars, events, etc.
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As a Proximus customer, it may happen that you allow family members, friends, visitors and
employees to use our products and services. An example is giving them access to your Wi-Fi. This will
mean that we process some of their data, and this processing is therefore subject to this privacy
notice. We have no relationship with them, and therefore cannot notify them of this. We count on
you, as a customer, to take your responsibility and inform them about this.

4. What personal data do we collect and how long do we keep it?
This section provides an explanation of the categories of personal data that are processed by us and
the data elements that fall under each of the categories of personal data. You can find more detailed
information on what categories of personal data are used for the different purposes in sections 6 and
7 of this Privacy Notice.

4.1. Collected data (information you provide to us)

If you want to use our services and products, we need to collect some of your personal
information. The personal data collected may vary depending on the situation in which they
are collected. For example, we might collect your first and last name, address, login, email
address, phone number, mobile phone number, date of birth, language or details of your
identity document, which generally allow us to uniquely identify you. Depending on the
reason why we are in contact, we might need additional information from you, such as specific
preferences and requirements related to the service in question.

We may collect your personal information in a variety of ways. When visiting us in one of the
Proximus points of sale or when browsing to the Proximus webshop, we can collect personal
data from you via the electronic reading of your identity document or via the itsme app.
Personal data can also be collected verbally in the Proximus points of sale, by phone via
customer service, in writing via order forms, e-mail or text message, digitally via e-forms or
when you chat with our chatbot or via our website, via MyProximus Web and MyProximus in
the Proximus+ App and other Proximus apps or when you use social media to contact us.

From the moment you become a Proximus customer, each subsequent customer contact (e.g.
when you place an order, participate in a survey, test or competition, call our customer
service, register for a newsletter,...) comes with the collection and processing of personal data.
Depending on the situation, Proximus will collect the following categories of personal data
from you:

- ldentification and contact information: Information allowing us to uniquely identify you
and to contact you (first and last name, shipping/postal address, e-mail address, (mobile)
telephone number, VAT number, pseudonym used online, easy switch ID, official identifier
other than the national registry number,...);

- National registry number: The national registry number of a customer;

- Profession information: Information relating to your profession and your employer or the
company you represent;

- Personal characteristics: Information relating to specific characteristics and/or attributes
(age, sex, birth date, place of birth, nationality, language,...);

- Family and household composition: Data revealing a customer’s family and/or household
composition (number of children, marital status, number of housemates, dependant
persons, name of partner,...);
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- IT and telecom product and service subscription information: Information relating to the
products or services that a person has subscribed to (customer install base, list of IT and
telecom services to which a person has subscribed to, list of IT and telecom products that
a person bought,...);

- Financial data: Information relating to a customer’s financial ‘credentials’ (bank account
number, credit card information,...);

- Customer interactions: Any records of customer’s interaction with Proximus (website
visits, shop visits, orders, content of shopping basket, servicing tickets...);

- Survey specific information: Information based on the questions asked in surveys (brand
image questions, customer needs questions, consumer behaviour questions,...).

4.2. Obtained data (information we obtain from third parties)

We use personal data that is obtained from third parties, such as partners who provide us
with identification and contact data of prospects. You can find more detailed information on
how these data are used in sections 6 and 7 of this Privacy Notice.

- Identification and contact information: Information allowing us to uniquely identify you
and to contact you (first and last name, shipping/postal address, e-mail address, (mobile)
telephone number, VAT number, pseudonym used online, easy switch ID, official state-
issued identifier other than the national registry number,...);

- Personal characteristics: Information relating to specific characteristics and/or attributes
(age, sex, birth date, place of birth, nationality, language,...).

- Product and service usage information: Information concerning an end-user’s usage of
the products and services.

4.3. Observed or generated data (information we obtain through your use of our
products and services)

We collect information when you use our products and services (fixed and mobile services,
TV, ...) and websites or when you visit our premises.

- Recordings of interactions with customer service : The audio recording or text record of
a customer’s interaction with customer service (recording of customer service call,
timestamp and duration of the conversation, a speech-to-text transcription, a saved chat
conversation with a customer service agent,...);

- Image and video records: Images and videos of video surveillance cameras at the
Proximus premises that are used for security purposes;

- Internal identifiers: Records that are used by Proximus to uniquely identify a customer or
end-user (customer number, MyProximus credentials,...);

- Technical identifiers: Identifiers used in a technical context to relate a specific item of a
customer (service ID, mobile number, IMEI number, device ID, ticket ID, case ID, quote ID,
sales ID, IP address, box number,...);

- Product and service subscription information: Information on the products or services
that a customer subscribed to (customer install base, list of services to which a customer
has subscribed, list of products that a customer bought ...);
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- Product and service usage information: Information concerning an end-user’s usage of
the products and services (mobile data usage, call minutes, application usage,
communication usage,...);

- Hardware information: Information on the devices used by a customer or end-user (type,
brand and firmware information of hardware (decoder, modem, booster)) and of the
devices that are connected to a Wi-Fi and/or mobile network (brand, type and IMEI
number of a mobile device,...);

- Billing information: Information related to billing (past payments, outstanding amounts,
invoice numbers,...);

- Personal data generated in the context of transmitting electronic communications:
Information collected through the use of the mobile or fixed network by end users (call
detail records (the originating phone number, the number you are trying to reach), TV
logs, IMElI number of an end-user’s device, date, time duration and location of a
communication or internet connection,...)

- Network location data: Location data of an end-user’s device collected through their use
of the mobile network;

- Consumption habits: Information relating to a customer’s consumption habits
(purchasing history, tv-viewing behaviour, web browsing behaviour);

- TV viewing data: Data generated by a customer’s use of our Pickx (Proximus TV) services.

4.4, Derived data (information we derive from collected, obtained and observed or
generated data)

In some cases, we use the collected, obtained and observed or generated data to make certain
conclusions.

- Segmentation information: Information that is used in order to divide persons into
different segments or groups (consumption habits, preferences, personal interests,
product and service subscription information, bad payer information,...);

- Preference profile: A limited preference profile relating to the interests and preferences
of a customer or end-user based on their participation in the Proximus reward program
(Proximus For You) or their input in explicit surveys. In case you provided your consent to

the use of tv viewing data and personal data generated in the context of electronic
communications (certain websites or applications that you visit or use) for direct
marketing purposes the preference profile can include this information as well;

- Leisure and personal interests: Information that provides an insight into the leisure
activities or personal interests of a customer or end-user (membership to sports clubs,
interest in fashion, subscription to an automobile magazine,...).

4.5. How long do we keep personal data?

The retention periods of the personal data we process depends on the purpose, you can find
detailed information on the specific retention periods for the different purposes in sections 6
and 7 of this Privacy Notice.
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5. Personal data sharing with third parties

We share your personal data with different categories of subcontractors, suppliers, partners, joint
controllers, subsidiairies of the Proximus group, governmental entities or other third parties. When
you use our products and services, we can share your personal data with third parties who collaborate
with Proximus for the provision of products and services. We share your personal data with
governmental entities when a legal obligation requires us to do so. In some cases, the sharing of
personal data is based on your consent, or where adequate, our legitimate interest. In this section you
can find an overview of the different categories of third parties with whom Proximus shares personal
data.

5.1. Subcontractors, suppliers and partners

- Call centers for customer service and support purposes

- Partners or call centers who sell Proximus services in our name and on our behalf

- IT service providers

- Network and telecommunications service providers

- Suppliers of mobile devices

- Market research partners

- Courier services

- Installation technicians

- Billing service providers

- Payment service providers such as your bank or building society and collecting
organisations

- TV service providers

- Recommendation engine providers

- Email service providers

- Marketing email providers

- Partners in the context of the loyalty program and competitions

- Debt-collection agencies and bailiffs

- Other telecom operators for the purpose of ensuring interconnection of electronic
communication services

- Third party service providers for the purpose of direct carrier billing

- Law firms

Proximus can enlist the services of subcontractors located outside the European Economic
Area. Proximus only works with subcontractors from countries that the European Commission
deems can guarantee a suitable level of protection, or with subcontractors bound by the
standard provisions approved by the European Commission.

In addition, your personal data may be shared outside the European Economic Area if this is
required for the delivery of the service you wish to use, e.g. when you call a number in a
country outside the European Economic Area or visit a website hosted by servers outside this
area.

5.2. Joint controllers

We share your personal data with third parties who, together with Proximus, determine the
purposes and means of processing of your personal data. Your personal data can be shared
with the following third parties:
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- Ads & Data for personalized targeted advertising (more detailed information can be
found in section “7.2.3.2. Targeted advertising on web and in mobile applications
(Ads&Data)”.

5.3. Subsidiaries of the Proximus Group

We can share personal data of customers with other companies of the Proximus group in
order to contact you by telephone with a view to informing you about their products and
services that may be of interest to you.

Your personal data will be used as part of the legitimate interest of Proximus to allow other
companies of the Group to process the data of Proximus customers in order to offer them the
products/services best adapted to their needs. You can opt-out to the sharing of your personal
data with other companies of the Proximus group via MyProximus Web (click on your name
or avatar in the top right corner > My account > Alerts and Privacy) and/or MyProximus in the
Proximus+ App (click on the settings icon in the top right corner > Manage your account >
Alerts and privacy), by calling the Proximus customer service on 0800 55 800 or by sending an
email to privacy@proximus.com .

5.4. Governmental entities

We have a legal obligation to share your personal data with certain governmental entities.
The third parties with whom your personal data is shared in the context of a legal obligation
are listed below and you can find more detailed information on data sharing in case of a legal
obligation in section “6.3.3. Comply with legal dispositions”. Your personal data is shared with
the following third parties in the context of a legal obligation:

- Judicial authorities

- Intelligence and security services

- Judicial police officer of the Belgian Institute for Postal Services and Telecommunications
- Emergency services

- Judicial police officer of the Missing Persons Unit of the federal police

- Telecom Mediation Service

- (Deputy) Auditor of the FSMA

- Belgian Data Protection Authority

- Tax authorities

6. For what purposes (excluding marketing and sales purposes) do we use your
personal data?

In this section you can find more information about the purposes (excluding marketing and sales
purposes which can be found in section 7 of this Privacy notice) for which we process personal data.
The purposes are divided in different categories. For each purpose there is a summary table containing
the most important information such as what categories of personal data, the legal basis on which the
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processing is based, the retention period of the personal data and where relevant the categories of
third parties with whom the personal data is shared or information about how to exercise specific data
subject rights in case it differs from the general ways to exercise data subjects rights that are explained
in section 11 of this privacy notice. The summary table is followed by an explanation of the purpose.

6.1. General
6.1.1.Security purposes
6.1.1.1. Camera surveillance

Which categories of personal data will we use?
- Observed or generated data: Image and video records
What justifies this processing activity?

Our legitimate interest (art. 6(1)(f) GDPR) to protect our customers, visitors, employees,
contractors, and property.

How long will we process this data for this purpose?

The camera surveillance image and video records are stored for a period of one month in
accordance with the legally foreseen retention period unless the images contain proof of a
crime or damage or help to identify a victim, witness or a suspect.

Who do we share this data with?

Camera surveillance images can be shared with judiciary and police forces based on a legal
obligation in case of legal requests.

How can you request access?

If you would like to request access to the camera surveillance images on which you are
captured please indicate the date, the location, and the time span during which you have been
captured on the camera surveillance images and submit your request via
privacy@proximus.com. For more information on the various ways to exercise your rights,
you can consult section 11 below.

The premises of Proximus (including shops, buildings, sites...) are equipped with surveillance
cameras as indicated by the camera surveillance pictogram at the entrance of the premises.
The camera surveillance systems are used with the aim of preventing, establishing, or
detecting crimes against persons or goods in accordance with the Belgian camera act. The
camera surveillance images will not be used for any other purpose.

6.1.1.2. Visitor management

Which categories of personal data will we use?
- Collected data: Identification and Contact information
What justifies this processing activity?

Our legitimate interest (art. 6(1)(f) GDPR) to guarantee security and safety in our offices.
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How long will we process this data for this purpose?
We will keep this data for a period of three years from the day of the visit.
With whom do we share this data?

Your data will be shared with the partner we rely upon for visitor management purposes.

In case of a planned visit to one of the Proximus offices, your name, contact and company details are
collected and uploaded in a partner tool used for visitor management and access to the offices and
the parking. This tool will furthermore generate a QR-code to enable your access to the Proximus
offices on the day of your visit.

Upon arrival in the lobby, you can check in via one of the check-in tablets, where you are requested
to scan the QR-code. This check-in will notify your host of your arrival, print your visitor badge and
generate the guest wi-fi credentials. After your visit, you are requested to check out, again by scanning
the QR-code on one of the tablets. Your data is kept for a period of three years from the day of the
visit.

6.1.2.Recording of electronic communications for quality control purposes

Which categories of personal data will we use?

- Collected data: Identification and contact information

- Observed or generated data: Recordings of interactions with customer service
What justifies this processing activity?

Our legitimate interest (art. 6(1)(f) GDPR) to control the quality of the service of our call
centres, as allowed by art. 10/1 of the Belgian Data Protection Act.

How long will we process this data for this purpose?

The conversations will be stored for a period of 1 month after the electronic communication
has taken place.

With whom do we share this data?

This data is not shared with any third-parties. The recording can however take place in name
of Proximus by one of its external call centres.

How can | object?

If you have a specific reason (motivated request), you can object to our use of your personal
data for this purpose. Unless we have compelling grounds to continue using it, we will stop
using it. For more information on the various ways to exercise your rights, you can consult
section 11 below.

We are committed to offer you top-notch support and the ability to consult with one of our agents to
solve any problem you might encounter while using our products and services. To achieve this level of
quality of service however, we need to properly train our agents and provide feedback on their crucial
work.
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These recordings concern calls, but also for example, the chat conversations you might have with one
of our agents.

These electronic communications are recorded and stored for one month. They are consulted only in
the context of spot-checks and complaints regarding a specific call and are otherwise automatically
deleted after a period of 1 month.

6.1.3.After-sales service, customer support and interactions with customer service

Which categories of personal data will Proximus use?

- Collected data: Identification and contact information, Personal characteristics, Financial
data, Customer interactions, Copy of mandate or deed

- Observed and generated data: Internal identifiers, Technical identifiers, Product and
service subscription information, Products and service usage information, Hardware
information, Billing information, Personal data generated in the context of transmitting
electronic communications, Consumption habits, Audio & Texting records

What justifies this processing activity?

The necessity of the processing for the performance of the contract (art. 6(1)(b) GDPR) as well
as our legitimate interest (art. 6(1)(f) GDPR) to address your questions and/or requests in the
most efficient way.

How long will we process this data for this purpose?

As long as you remain an Proximus customer. The data processed in the context of this
purpose might be processed for a longer period in the context of other purposes, such as e.g.,
for legal archiving purposes.

The interactions with the digital assistant is processed for maximum 3 months after the
closure of the conversation for documentation purposes to allow us to access your interaction
history for more efficient management of requests in case of a recurring issue.

Regarding the retention period of recordings of electronic communications with our call
centers, see section ‘6.1.2. Recording of electronic communications for quality control
purposes’.

With whom do we share this data?

Depending on your request, your personal data will be shared with different types of
recipients providing support, maintenance, general IT, and network-related services to
Proximus.

Additionally, depending on the channel used to address your question or problem to
Proximus, some of your personal data might also be shared with the third party acting on
behalf of the customer (e.g., Telecommunciations Mediation Service, Testaankoop /
Testachats).

Proximus is committed to offer you the best customer experience both via the various customer
service channels (phone, chat, contact form or FAQs on the Proximus website) that we put at your
disposal and via indirect channels you may reach out to in case of a question or issue (e.g., third party
representing you).
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Contacting customer service in case of question or issue

Given the different questions you can address to our customer service and depending on the channel
used to get in touch with this service, we may process different sets of personal data from you, and
we may share your data with different internal or external parties.

Below we describe the different steps that when you are in touch with the customer service:

1. Smart routing in some of our customer service channels

For us to help our customers as quickly and efficiently as possible, processes were set up to
correctly identify you and to analyse your question or issue. These processes were built into the
following channels:

- By phone or by chat — Automated interactions with Al bot

When you contact our customer service via call or chat, you will first meet a digital assistant
that will offer to assist you. Proximus wants to improve its interactions with its customers
through different means, aiming to reduce as much as possible the waiting time when you
try to reach our services.

When you reach out to our customer service, you will be put in contact with an Al that will
offer to assist you and will try to identify the reason why you reach out to us to assist you in
the most efficient way. The Al will take different actions, depending on the following:

e If the Al can correctly identify the reason for your call/message, and it is able to
assist you without the intervention of an agent, then it will offer you the information
it believes you need or the solution you might have requested.

e |f the Al can correctly identify the reason for your call/message, and it is not able to
assist you without the intervention of an agent, then it will put you directly in
contact with the right agent that will attempt to assist you with your request.

e |If the Al is not able to correctly identify the reason for your call/message, then it
will put you directly in contact with an agent that will attempt to assist you with your
request.

Please note that you are always offered the possibility to be put in contact with an agent.

Although the aim of the Al is to filter of the requests received by our customer service and
to put you in contact with the right agent, some small decisions might be taken automatically
(cancellation of an invoice for instance). However, such actions could require additional
identification from you in order to prevent usurpation of your identity before taking any
actions that could impact you.

- By phone — Interactive Voice Response (‘IVR’)

Proximus relies on IVR for effective call routing. This technology uses the personal data you
provide (i.e., phone number or line number and customer number) to verify your identity
and to either route you immediately to the best fit agent, depending on the type of question
or problem you selected in the selection menu, or to directly reply to your question (in case
an intervention by an agent is not required).

- Via the contact form on the Proximus website

10
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You may also use a contact form to address Proximus with your question or issue. Proximus
may request certain personal data (i.e., phone number or line number, customer number,
email address and the personal data you potentially provide to us in the free text field or in
the attachment to the contact form) to identify you and immediately direct your question or
issue to the appropriate agent.

- Via the FAQs on the Proximus website

The Proximus website contains a section with FAQs, which guide you through some
questions to determine the potential answer to your inquiry or resolution of your issue. Each
time you indicate that a proposed step in the guided FAQ did not suffice as an answer to
your question or did not resolve your issue, further questions are asked, or other guidance
is given. At the end of a guided FAQ flow, you can indicate that you want to get in touch with
our customer service channels to help you. The information on your questions and the steps
taken in the guided FAQ flow are captured and used to immediately direct your question to
the appropriate agent.

2. Identification and authentication by a customer service agent

Depending on the result of the checks in the smart routing of your chosen communication
channel and depending on the nature of your question or issue, the agent may, through question
and answer, process some additional personal data (e.g., IBAN number, a mandate or a copy of
your identity document). In this way, the agent can verify that you are the customer account
holder or that you are mandated on behalf of the customer account holder to contact Proximus.

3. Handling your question or issue

After the customer service agent has been able to identify you sufficiently, he will proceed to
handle your question or issue.

Depending on the reason why you contact Proximus, the customer service agent will request or
consult certain personal data related to you (e.g., the technical identifier or information relating
to the performance of the product for which you are calling) and pass on certain information to
other teams offering assistance, maintenance or general IT- and network-related services to
Proximus.

4. Feedback to the third party (only applicable when you contact Proximus through a third party
acting on your behalf)

If your question or problem is submitted to Proximus via a third party, we will also report back to
this third party about the handling of the question and/or the resolution of the issue. Personal
data essential for the response to the third party may thereby be shared with this third party.

Customer interactions initiated by Proximus

Next to the situations where you reach out to Proximus, Proximus might also reach out to you (e.g.,
to schedule an appointment for installation of your equipment and to remind you of an appointment
you made). This requires the processing of your personal data (i.e., name, mobile phone number,
language information relating to your appointment and your actions re. the appointment
communication).

11
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6.2. When you’re becoming a customer

6.2.1. Contract commencement purposes

Which categories of personal data will we use?

- Collected data: Identification and contact information, Personal characteristics,
Family and household composition, Financial data, Customer interactions, National
registry number.

- Observed or generated data: Internal identifiers, Technical identifiers.
What justifies this processing activity?

The necessity of the processing in order to take steps at the request of the data subject prior
to entering into a contract (art. 6(1)(b) GDPR) and the necessity of the processing to comply
with a legal obligation (art. 6(1)(c) GDPR) namely the legal obligation of Proximus to carry out
an identity check as provided for under article 127, §3 of the Belgian Electronic
Communications Act.

How long will we process this data for this purpose?

We will retain the personal data collected for this purpose for as long as you remain an
Proximus customer. The personal data processed in the context of the provision of our
services might be processed for a longer period of time in the context of other purposes, such
as e.g., for legal archiving purposes.

In case we need to identify you by reading or taking a copy of your (Belgian or foreign) identity
card or document, your identification document will no longer be kept than necessary for the
validation of it. After the validation process, your identity document is deleted. The retrieved
identification data can be stored at a maximum up to 10 years after you have ceased to be a
Proximus customer.

With whom do we share this data?

For this purpose, your personal data may be processed by our indirect physical sales channels,
for example in case you purchase one of our products or services via a non-Proximus branded
shop. In addition, your personal data will be shared with service providers acting on our behalf
to provide services such as processing the documentation used for the on-boarding of new
customers. Lastly, we may have to share your personal data with official authorities in the
context of our legal obligations.

When you become a Proximus customer and conclude a contract with us, we will collect and process
personal data about you. We will ask you for some personal data, such as your name, address,
telephone number, e-mail address, for the management of our contractual relationship.

To comply with our legal obligations, we also read or take a copy of your Belgian identity card, which
includes your national registry number, or your foreign identity document (such as your foreign
identity card or passport). Please refer to section “6.3.3. Comply with legal dispositions” for more
information about how we store personal data and share them with official authorities in the context
of our legal obligations. If you have more questions about our online verification of your identity,
please consult this page of our website.

12
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We also assign information to you, such as a customer number, login data, phone number, box number
or other technical identifiers linked to the services and products we will provide you.

In case you move from another operator to Proximus and opt for “Easy Switch” to facilitate the switch
of operators, we will ask you to provide an Easy Switch ID and your customer number and will take
care of the cancellation and the transfer. We will obtain the other necessary information to conclude
the contract with Proximus from your previous operator.

6.2.2. Assessment of new orders

Which categories of personal data will we use?

- Collected data: Identification and contact information, personal characteristics, IT
and telecom product and service subscription information, customer interactions.-
Obtained data: Personal characteristics.

- Observed or generated data: Internal identifiers, product and service subscription
information, billing information.

- Derived data: Family and household composition, segmentation information.
What justifies this processing activity?

The necessity of the processing in order to take steps at the request of the data subject prior
to entering into a contract (art. 6(1)(b) GDPR) as well as our legitimate interest (art. 6(1)(f)
GDPR) in assessing new orders to mitigate risks of non-payments and non-compliance with
the contracts and to protect our financial interests.

How long will we process this data for this purpose?

Information concerning the non-payments of a former customer is deleted when the debt is
time-barred (namely 5 years after the issue of the last unpaid invoice) or when the former
customer has settled all his/her debts with us.

Information linked to the other types of assessments performed (see detail below) is kept
until our competent services reevaluate whether the triggering factor of the assessment is still
relevant, which is done at regular intervals or at least when a new order is triggered for manual
review.

With whom do we share this data?

The information related to the outcome of the assessment of your new order may be
processed by our indirect physical sales channels, for example in case you purchase one of our
products or services via a non-Proximus branded shop.

We do not share any other personal data with third parties in the context of this processing
activity.

How can | object?

In the case where the processing of your personal data is based on our legitimate interest, if
you have a specific reason (motivated request), you can object to our use of your personal
data for this purpose. Unless we have compelling grounds to continue using it, we will stop
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using it. For more information on the various ways to exercise your rights, you can consult
section 11 below.

We, like any business, must protect ourselves against the risk of non-performance by new or existing
customers of their obligations. The key obligation of the customers is payment of their products and
services. In this context, we need to assess the risk of non-payment when dealing with new orders
from new or existing customers.

When you order a new product or service from us, we can assess the risk of non-compliance with your
payment obligation based on various factors such as possible debts towards Proximus. Here are the
typical steps involved in assessing a new order.

When new or existing customers submit a new order, we will collect relevant customer information
from them and verify their identity, as explained in section 6.2.1. “Contract commencement purposes”
above. Based on this information and other information available to us based on past activities of
these customers (such as history of non-payments), we will assess the new order. The result of this
assessment can be that the new order is validated without any further review, that the new order is
flagged for review (for example, when the identification of the new customer has not been completed,
when the order is linked to a specific postal address which has been marked as presenting a high risk
of non-payment or non-compliance with the contract, when the customer has been placed under
guardianship by a competent judge or when we have otherwise registered a flag on the customer
profile to submit any order to a manual check before validation), or that the new order is blocked (for
example, when the person concerned is a former customer and shows a history of fraudulent activities
or non-payments which lead to the termination of his/her services and which have not been paid off
since).

In case the order is flagged for review, it will go through a manual case-by-case analysis by our
competent services to detect factors whose combination would indicate a risk of non-payment or non-
compliance on the part of the customer. Based on the results of the manual review of the order, we
can take the decision of validating, refusing, or submitting the order to specific conditions (such as a
prepayment) to mitigate the risk associated with the order.

As far as our professional customers are concerned, we may acquire some data from third parties and
process such data in order to know the companies with whom we might enter into business and
ensure that these companies are financially sound. Please refer to section 7.1.1.3. “Acquisition of data
relating to potential and existing professional customers” for more information about how we collect
and process such data.

6.2.3. Social tariff

Which categories of personal data will we use?

- Collected data: National registry number;
- Observed or generated data: Product and service subscription information, Internal
identifiers.

What justifies this processing activity?

This processing activity is necessary for compliance with a legal obligation of Proximus (art.
6(1)(c) GDPR), namely the obligations foreseen in article 74 of the Belgian Electronic
Communications Act.
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How long will we process this data for this purpose?

The national registry number will be processed for this purpose during eligibility check,
determining whether the consumer is eligible to benefit from the social tariff. The other
personal data will be processed as long as you remain a Proximus customer benefiting from
the social tariff.

With whom do we share this data?

The Federal Public Service Economy who is responsible for performing the check to verify an
applicant’s eligibility for the social tariff

Article 74 of the Belgian Electronic Communications Act imposes an obligation on Proximus as an
operator to offer specific telecommunications services at a reduced price for eligible consumers,
which is known as the social tariff. Consumers can request Proximus to benefit from the social tariff,
upon which Proximus needs to check their eligibility. The Federal Public Service Economy is
responsible for the check and provides a dedicated portal for operators to submit consumers' national
registry number for verification.

Once the national registry number is submitted to the portal, it will indicate whether the applicant is
eligible or not for the social tariff. If the check results in a negative outcome, indicating the applicant's
ineligibility, the result of the check will be accompanied by a document containing a list of contact
points for any questions relating to the reason for refusal, which Proximus will provide to the
applicant. However, Proximus does not receive any information regarding the specific reason for
refusal by the Federal Public Service Economy.

For consumers who have submitted a request to benefit from the previous social tariff regime before
1/3/2024, the Federal Public Service Economy will notify Proximus when they are no longer eligible
for the social tariff. When this occurs, Proximus is legally obliged to terminate the social tariff for these
consumers.

6.3. When you are a customer or user
6.3.1. Delivery of requested products and services

6.3.1.1.  Provision of our products and services

Which categories of personal data will we use?
- Collected data: Identification and Contact Information

- Observed or generated data: Product and service subscription information, Personal
data generated in the context of transmitting electronic communications, Network
location data, Technical identifiers, Product and service usage information.

What justifies this processing activity?

This processing is necessary for the performance of the contract to which you are a party (art.
6(1)(b) GDPR). Regarding personal data which would fall within the scope of ePrivacy
legislation, their processing is allowed under article 122, 123 and 125 of the Belgian Electronic
Communications Act.

How long will we process this data for this purpose?
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As long as you remain an Proximus customer. The data processed in the context of this
purpose might be processed for a longer period of time in the context of other purposes, such
as e.g., for legal archiving purposes.

With whom do we share this data?

Depending on the actual services you will use, your personal data will be shared with different
types of recipients providing support, maintenance, and general IT and network-related
services to Proximus.

Unsurprisingly, we will need to process your personal data to provide you with the services
you pay for, for the purpose of enabling their proper functioning:

- If you are using voice-to-voice or SMS services (be it mobile or fixed), we will need to process
data to make sure that a connection is established between the proper caller and callee and
that the telephony and SMS traffic is properly routed across its network.

- In the context of the provision of internet access services, we will need to process technical
data on your usage that is needed to transport internet traffic over our network and displaying
the content you expect while accessing the internet.

- Finally, if you use Pickx (Proximus TV) services, we will process technical data about your
usage. We require this data to be able to provide our Pickx services to you, to deliver on-
demand items (i.e., VOD), to schedule your recordings and keep them available for you.

Important note: As a matter of principle, in the context of the provision of its services, we do NOT
access the content of your electronic communications. We will process the metadata necessary to
ensure the functioning of our services and the correct transmission of an electronic communication
(such as e.g., the delivery of an SMS to the correct recipient), but our network will serve only as a

mere conduit for the content of the communications itself.

Access to the content of communications is rigorously regulated and is only allowed under specific
circumstances exhaustively enumerated under specific articles of the Belgian Electronic
Communications Act.

6.3.1.2.  Interconnection with other telecom operators

Which categories of personal data will we use?

- Observed or generated data: Personal data generated in the context of transmitting
electronic communications

What justifies this processing activity?

This processing is necessary for the performance of the contract to which you are a party (art.
6(1)(b) GDPR). This processing of traffic data is allowed by art. 122 of the Belgian Electronic
Communications Act.

How long will we process this data for this purpose?
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As long as it is necessary for the transmission of the communication. Traffic data relating to
interconnection will also be stored for billing purposes (see section “6.3.2.1. Billing and
accounting”).

With whom do we share this data?

We will need to both receive and share data with the other telecom operators involved in that
specific electronic communications, for the purpose of ensuring interconnection of electronic
communications services.

While it might not directly ring any bells, interconnection is a key activity enabling your seamless day-
to-day use of electronic communication services. In simple terms, interconnection is what enables you
— a Proximus customer — to make use of your mobile data or to reach another person (be it by phone
or SMS) using the services of another operator, located on another electronic communications
network, in or outside Belgium.

All telecom operators have a legal obligation to enable access to their network and to negotiate
interconnection agreements with the operators of other networks, based on the European Electronic
Communications Code as well as the Belgian Electronic Communications Act. These other operators
might include national operators (e.g., Telenet or Orange), operators in foreign countries (e.g.,
Deutsche Telekom, Vodafone), and international carriers (e.g., BICS).

Without interconnection agreements and the necessary processing of personal data these activities
involve, global communication as we know it today would not be possible.

In the context of interconnection services, your phone number and usage information might be
exchanged with other interconnection partners to ensure routing of the communication as well as for
billing purposes, reconciliation and payment settlement purposes, dispute management purposes.

6.3.2. Customer management

6.3.2.1.  Billing and accounting

Which categories of personal data will we use?

- Collected data: Identification and contact information, Personal characteristics,
Financial data.

- Observed or generated data: Internal identifiers, Technical identifiers, Product and
service subscription information, Product and service usage information, Billing
information, Personal data generated in the context of transmitting electronic
communications.

What justifies this processing activity?

This processing is necessary for the performance of the contract to which you are a party (art.
6(1)(b) GDPR) or our legitimate interest (art. 6(1)(f) GDPR) to process personal data to
accurately bill and invoice for the services we provide to end-users of our professional
customers . The processing of your traffic data for this purpose is allowed by art. 122, §2 of
the Belgian Electronic Communications Act.

How long will we process this data for this purpose?
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We will keep billing-related data for the duration of the contract with you and for an additional
7 years thereafter to comply with our legal obligations related to tax and accounting.

With whom do we share this data?

We will share your personal data with service providers acting on Proximus’ behalf to
provide billing-related services such as the management of our legal archive for documents
such as invoices. In addition, some of your personal data will be shared with the company
that employs you or other business relations of yours in case your employer pays all or part
of your bill. If you choose to pay your bills by means of direct debit, some of your personal
data will be shared with payment service providers such as your bank or building society and
collecting organisations so that your direct debit instruction is completed.

Billing is a part of the majority of services we offer to you. For this purpose, we use data related to
your contract and your consumption to calculate and generate invoices, generally on a monthly basis.
This also implies the application of the appropriate taxes and credits.

We will also use your contact details to send you billing documents and ensure that the invoice is
appropriately delivered to our customers. Depending on your preferences, your invoice will be sent
to you:

- on paper via the post;
- online, via SMS or email; or
- onyour MyProximus account, via the Proximus+ App and on myproximus.be.

If you choose to pay your bills by means of direct debit, you authorize your bank to pay your Proximus
bill automatically. This is done on the due date, which is mentioned on your bill or payment statement.

In case you use the possibility to pay for products/services offered by third parties via a statement in
your Proximus invoice, we and this third party will share billing-related personal data about you, as
further explained in section “6.3.2.3. Third-Party Services or Direct Carrier Billing”.

6.3.2.2.  Collection process

Which categories of personal data will we use?

- Collected data: Identification and contact information, Personal characteristics,
Financial data, Customer interactions.

- Observed or generated data: Internal identifiers, Product and service subscription
information, Billing information.

- Derived data: Segmentation information.
What justifies this processing activity?

This processing is necessary for the performance of the contract to which you are a party (art.
6(1)(b) GDPR).

How long will we process this data for this purpose?

We will keep billing-related data for the duration of the contract with you and for an additional
7 years thereafter to comply with our legal obligations related to tax and accounting.
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With whom do we share this data?

Debt-collection agencies and bailiffs.

In case a customer does not pay invoices or fees in a timely manner, we may be obliged to take actions
in order to collect the unpaid amounts.

In view of collecting unpaid invoices or fees from our customers, we may process your personal data
in order to take different types of actions, where appropriate, such as:

- Classify the concerned person depending on the type of customer (e.g. residential or business
customer), the communications with the customer in the context of collection (timing and means
of communications like call or SMS), the collection actions towards the customer (payment
promise and instalment plan) and the reason for the delay or absence of payment (e.g.
bankruptcy, passing) in order to define the appropriate collection steps;

- Inform the customer about the unpaid amount;

- Temporarily cut off the customer’s access to our services (telephone, TV and internet);

- Flag the customer as a ‘bad payer’; or

- Make use of the services of a debt-collection agency or a bailiff.

6.3.2.3.  Third-Party Services or Direct Carrier Billing

Which categories of personal data will we use?
- Collected data: Identification and contact information, Financial data.
- Obtained data: Product and service subscription information.

- Observed or generated data: Internal identifiers, Technical identifiers, Product and
service usage information, Billing information.

What justifies this processing activity?

Our legitimate interest (art. 6(1)(f) GDPR) to offer direct carrier billing payment services for
third-party services to our partners and provide a safer means of payment for our customers
online.

How long will we process this data for this purpose?

For the purpose of offering direct carrier billing payment services, we will keep your personal
data for 2.5 years after their creation. This is without prejudice of the retention period of
billing-related data in order to comply with our legal obligations related to tax and accounting.

With whom do we share this data?

Third-party service providers (usually online merchant who offer digital content) from which
you purchased services to be paid by means of direct carrier billing.

How can | object?

Any subscription paid via direct carrier billing can be stopped by replying STOP (in capitals) to
the third-party service provider's mobile number or by contacting the contact number of the
third-party service provider. For more information on alternative ways to exercise your rights,
you can consult section 11 below.
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We offer our customers the possibility to pay for products/services offered by third parties (“third-
party services”) via direct carrier billing. When you want to buy a digital service for instance, the
provider of the service will offer you different means of payment. One of them is called “direct carrier
billing”. It means the amount of the third-party service will be mentioned in a statement attached to
your mobile telecom operator’s invoice.

If you wish to resort to this means of payment, we will share personal data about you with the service
provider. The provider will mainly transfer us information about the third-party service purchased. If
required, we will use and transfer your phone number to allow your identification by the provider and
confirm whether the transaction can go through or not (e.g. if you decided on a limited maximum
amount lower than the price of the service, the transaction will not go through).

For these categories of information, we are acting as a controller and are transferring your personal
data based on our legitimate interest to offer direct carrier billing payment services for third-party
services to our partner and provide a safer means of payment for our customers online.

When the transaction is confirmed, the service will be mentioned in a statement attached to your
telecom invoice and the amount will be collected by us and transferred to the third-party service
provider. In this situation, the service provider is controller of the data related to the purchase of the
third-party service and we are acting on the service provider’s behalf as its processor.

6.3.2.4. Verification services to 3rd Parties

Which categories of personal data will Proximus use?

Proximus acting as a sub-processor:

- Obtained data: Identification and contact information (collected by Digital Service
Providers and shared with Proximus via Telesign).

Proximus acting as a controller:

- Collected data: Identification and contact information, Subscription information.
What justifies this processing activity?

Proximus and Digital Service Providers both have legitimate interests (art. 6(1)(f) GDPR) that
justify this processing activity. Proximus aims to generate revenue and assist Digital Service
Providers in combating fraud through telec